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* Everything readers need to construct firewalls that protect computer networks
from attacks and intrusions
* Covers the migration from ipchains and how to mange iptable log files
* Reviews the customization of firewalls, the Red Hat firewall tool, the firewall
setup, and advanced firewall features
* Includes numerous examples of firewalls and firewall administration
techniques that work on Red Hat Linux systems
* Explains how to cost-justify, implement, test, and operate packet filtering
firewalls constructed using Red Hat Linux
RED HAT(r) PRESS(TM)
Linux Solutions from the Experts at Red Hat
Red Hat-the world's leading Linux company-presents a series of unrivaled guides
that are reviewed and approved by the experts at Red Hat. Each book is packed
with invaluable tips and techniques that are ideal for everyone from beginning to
advanced network and systems professionals, as well as home and small
businesses.
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Editorial Review

Review
“…excellent coverage of core firewaaling issues…a useful complete guide…” (Linux User, March 2003)

From the Back Cover
Your Official Red Hat Linux Guide to Firewalls

Reviewed and approved by the experts at Red Hat, this comprehensive reference guide gives you all the tools
to construct firewalls on a Red Hat server that will lock out intruders and defend your network against
attacks.

Red Hat Linux expert and IT professor Bill McCarty begins by giving you a solid foundation in security
technology and philosophy. You'll examine the importance of perimeter security and the central role packet-
filtering firewalls play, understand the network traffic patterns associated with common Internet services,
and explore ways to develop firewall policies that permit, prohibit, or restrict use. With this groundwork in
place, you then discover how to cost-justify, design, implement, test, and operate packet-filtering firewalls
constructed with Red Hat Linux. You'll also gain valuable information about related topics, such as
implementing bastion hosts and detecting network intrusion.

This guidebook arms you with everything you need to secure your Red Hat Linux system with state-of-the-
art firewalls.

Proven Security Solutions with Red Hat Linux Firewalls
* Examine the migration from ipchains in earlier releases of Red Hat Linux to the iptables in Red Hat Linux
8
* Manage iptable log files
* Customize firewalls produced with lokkit
* Learn how to use Red Hat Linux with the traditional bastion host firewall setup
* Discover IP masquerading, network address translation, and other advanced Red Hat firewall features
* Study firewalls and firewall administration techniques that work "out of the box" on Red Hat Linux
systems
* Gain a working knowledge of firewall design, implementation, and administration

"Learn how to protect your network from evil attackers, and from yourself, by making a firewall using Red
Hat Linux and other open source software."
-Mark J. Cox, Senior Director of Engineering, Red Hat

About the Author
Bill McCarty is Associate Professor of Information Technology at Azusa Pacific University, where he
teaches Linux system and network administration. He is also the author of Learning Red Hat Linux and a
former contributing editor and columnist for Linux Magazine.

Users Review

From reader reviews:
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Joanna Weekley:

In this 21st century, people become competitive in most way. By being competitive now, people have do
something to make these individuals survives, being in the middle of the particular crowded place and notice
by surrounding. One thing that often many people have underestimated this for a while is reading. That's
why, by reading a reserve your ability to survive enhance then having chance to stay than other is high. For
you who want to start reading some sort of book, we give you this specific Red Hat Linux Firewalls book as
starter and daily reading reserve. Why, because this book is greater than just a book.

Rudy Lapan:

Hey guys, do you desires to finds a new book to see? May be the book with the headline Red Hat Linux
Firewalls suitable to you? Typically the book was written by well-known writer in this era. The particular
book untitled Red Hat Linux Firewallsis the main of several books that everyone read now. That book was
inspired a number of people in the world. When you read this publication you will enter the new dimension
that you ever know just before. The author explained their strategy in the simple way, therefore all of people
can easily to be aware of the core of this book. This book will give you a lots of information about this world
now. In order to see the represented of the world with this book.

Duane Vega:

Typically the book Red Hat Linux Firewalls will bring you to the new experience of reading a book. The
author style to explain the idea is very unique. In the event you try to find new book you just read, this book
very acceptable to you. The book Red Hat Linux Firewalls is much recommended to you to see. You can
also get the e-book through the official web site, so you can quickly to read the book.

Christina Harper:

Your reading sixth sense will not betray anyone, why because this Red Hat Linux Firewalls e-book written
by well-known writer whose to say well how to make book that may be understand by anyone who read the
book. Written throughout good manner for you, still dripping wet every ideas and composing skill only for
eliminate your own hunger then you still question Red Hat Linux Firewalls as good book not merely by the
cover but also from the content. This is one reserve that can break don't evaluate book by its cover, so do you
still needing a different sixth sense to pick this kind of!? Oh come on your studying sixth sense already told
you so why you have to listening to another sixth sense.
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