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Android Security: Attacks and Defenses is for anyone interested in learning
about the strengths and weaknesses of the Android platform from a security
perspective. Starting with an introduction to Android OS architecture and
application programming, it will help readers get up to speed on the basics of the
Android platform and its security issues.

Explaining the Android security model and architecture, the book describes
Android permissions, including Manifest permissions, to help readers analyze
applications and understand permission requirements. It also rates the Android
permissions based on security implications and covers JEB Decompiler.

The authors describe how to write Android bots in JAVA and how to use
reversing tools to decompile any Android application. They also cover the
Android file system, including import directories and files, so readers can
perform basic forensic analysis on file system and SD cards. The book includes
access to a wealth of resources on its website: www.androidinsecurity.com. It
explains how to crack SecureApp.apk discussed in the text and also makes the
application available on its site.

The book includes coverage of advanced topics such as reverse engineering and
forensics, mobile device pen-testing methodology, malware analysis, secure
coding, and hardening guidelines for Android. It also explains how to analyze
security implications for Android mobile devices/applications and incorporate
them into enterprise SDLC processes.

The book’s site includes a resource section where readers can access downloads
for applications, tools created by users, and sample applications created by the
authors under the Resource section. Readers can easily download the files and
use them in conjunction with the text, wherever needed. Visit
www.androidinsecurity.com for more information.
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Android Security: Attacks and Defenses is for anyone interested in learning about the strengths and
weaknesses of the Android platform from a security perspective. Starting with an introduction to Android OS
architecture and application programming, it will help readers get up to speed on the basics of the Android
platform and its security issues.

Explaining the Android security model and architecture, the book describes Android permissions, including
Manifest permissions, to help readers analyze applications and understand permission requirements. It also
rates the Android permissions based on security implications and covers JEB Decompiler.

The authors describe how to write Android bots in JAVA and how to use reversing tools to decompile any
Android application. They also cover the Android file system, including import directories and files, so
readers can perform basic forensic analysis on file system and SD cards. The book includes access to a
wealth of resources on its website: www.androidinsecurity.com. It explains how to crack SecureApp.apk
discussed in the text and also makes the application available on its site.

The book includes coverage of advanced topics such as reverse engineering and forensics, mobile device
pen-testing methodology, malware analysis, secure coding, and hardening guidelines for Android. It also
explains how to analyze security implications for Android mobile devices/applications and incorporate them
into enterprise SDLC processes.

The book’s site includes a resource section where readers can access downloads for applications, tools
created by users, and sample applications created by the authors under the Resource section. Readers can
easily download the files and use them in conjunction with the text, wherever needed. Visit
www.androidinsecurity.com for more information.
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Editorial Review

Review

... a must-have for security architects and consultants as well as enterprise security managers who are
working with mobile devices and applications.
?Dr. Dena Haritos Tsamitis, Director of the Information Networking Institute; and Director of Education,
CyLab, Carnegie Mellon University

If you are facing the complex challenge of securing data and applications for Android, this book provides
valuable insight into the security architecture and practical guidance for safeguarding this modern platform.
?Gerhard Eschelbeck, Chief Technology Officer and Senior Vice President, Sophos

... a great introduction to Android security, both from a platform and applications standpoint. ... provides the
groundwork for anybody interested in mobile malware analysis ... a great starting point for anybody
interested in cracking the nitty-gritty of most Android apps.
?Nicholas Falliere, Founder of JEB Decompiler

... Dubey and Misra have filled a critical gap in software security literature by providing a unique and holistic
approach to addressing this critical and often misunderstood topic. They have captured the essential threats
and countermeasures that are necessary to understand and effectively implement secure Android-driven
mobile environments.
?James Ransome, Senior Director of Product Security, McAfee, An Intel Company

Good book for Android security enthusiasts and developers that also covers advanced topics like reverse
engineering of Android applications. A must have book for all security professionals.
?Sanjay Kartkar, Cofounder of Quick Heal Technologies

... an excellent book for professional businesses that are trying to move their corporate applications on
mobile/Android platforms. It helped me understand the threats foreseen in Android applications and how to
protect against them.
?Jagmeet Malhotra, Vice President of Markets & International Banking, Royal Bank of Scotland

The book gives security professionals and executives a practical guide to the security implications and best
practices for deploying Android platforms and applications in the (corporate) environment.
?Steve Martino, VP Information Security, Cisco

About the Author

Anmol Misra is a contributing author of the book Defending the Cloud: Waging War in Cyberspace
(Infinity Publishing, December 2011). His expertise includes mobile and application security, vulnerability
management, application and infrastructure security assessments, and security code reviews.

He is currently Program Manager of the Critical Business Security External (CBSE) team at Cisco. The
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CBSE team is part of the Information Security Team (InfoSec) at Cisco and is responsible for the security of
Cisco’s Cloud Hosted Services. Prior to joining Cisco, Anmol was a Senior Consultant with Ernst & Young
LLP. In his role, he advised Fortune 500 clients on defining and improving Information Security programs
and practices. He helped large corporations to reduce IT security risk and achieve regulatory compliance by
improving their security posture.

Anmol holds a master’s degree in Information Networking from Carnegie Mellon University. He also holds
a Bachelor of Engineering degree in Computer Engineering. He served as Vice President of Alumni
Relations for the Bay Area chapter of the Carnegie Mellon Alumni Association.In his free time, Anmol
enjoys long walks on the beaches of San Francisco. He is a voracious reader of nonfiction books?especially,
history and economics?and is an aspiring photographer.

Abhishek Dubey has a wide variety of experience in information security, including reverse engineering,
malware analysis, and vulnerability detection. He is currently working as a Lead/Senior Engineer of the
Security Services and Cloud Operations team at Cisco. Prior to joining Cisco, Abhishek was Senior
Researcher in the Advanced Threat Research Group at Webroot Software.

Abhishek holds a master’s degree in Information Security and Technology Management from Carnegie
Mellon University and also holds a B.Tech degree in Computer Science and Engineering. He is currently
pursuing studies in Strategic Decisions and Risk Management at Stanford University. He has served as Vice
President of Operations and Alliances for the Bay Area chapter of the Carnegie Mellon Alumni Association.
This alumni chapter is 5,000 students strong. In his free time, Abhishek is an avid distance runner and
photographer. He also enjoys rock climbing and being a foodie.

Users Review

From reader reviews:

Kevin Jakubowski:

Nowadays reading books become more than want or need but also become a life style. This reading behavior
give you lot of advantages. The advantages you got of course the knowledge the rest of the information
inside the book that will improve your knowledge and information. The data you get based on what kind of
reserve you read, if you want drive more knowledge just go with knowledge books but if you want sense
happy read one using theme for entertaining for instance comic or novel. The Android Security: Attacks and
Defenses is kind of e-book which is giving the reader unforeseen experience.

Daniel Gutierrez:

Beside this Android Security: Attacks and Defenses in your phone, it might give you a way to get nearer to
the new knowledge or facts. The information and the knowledge you are going to got here is fresh from your
oven so don't be worry if you feel like an old people live in narrow community. It is good thing to have
Android Security: Attacks and Defenses because this book offers to you personally readable information. Do
you often have book but you don't get what it's about. Oh come on, that wil happen if you have this in your
hand. The Enjoyable arrangement here cannot be questionable, similar to treasuring beautiful island.
Techniques you still want to miss the item? Find this book as well as read it from now!
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Shirley Akins:

Don't be worry when you are afraid that this book will probably filled the space in your house, you could
have it in e-book technique, more simple and reachable. This Android Security: Attacks and Defenses can
give you a lot of good friends because by you taking a look at this one book you have matter that they don't
and make you actually more like an interesting person. This kind of book can be one of a step for you to get
success. This reserve offer you information that maybe your friend doesn't understand, by knowing more
than various other make you to be great persons. So , why hesitate? Let me have Android Security: Attacks
and Defenses.

Jennifer Pittman:

Reading a reserve make you to get more knowledge as a result. You can take knowledge and information
from the book. Book is created or printed or created from each source which filled update of news. With this
modern era like now, many ways to get information are available for you actually. From media social such as
newspaper, magazines, science publication, encyclopedia, reference book, story and comic. You can add
your knowledge by that book. Do you want to spend your spare time to open your book? Or just trying to
find the Android Security: Attacks and Defenses when you desired it?
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